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The Trust & Time Machine

“A system in which a record of transactions made in bitcoin or another
cryptocurrency are maintained across several computers that are linked in a
peer-to-peer network.”

— Satoshi Nakamoto

 Decentralized « Peerto Peer
 Consensus « Cryptographic
« Public Ledger  DAO (Decentralized Autonomous Org)

 Public & Private
e BC version 1.0, 2.0, 3.0
* Multi-ledger and Multi-cloud

https://bitcoin.org/en/bitcoin-paper
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Hype Cycle for Blockchain Technologies, 2019
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Pros and Cons

( I 1

* Decentralization
* Resilience

* Security

. g&%f,g;ip Low transaction speed compared

to centralized solutions

Storage

Cryptography

| 1

Confidentiality (if using public
ledger)

|

Transactions are irreversible (if
using a public blockchain)

f \ B
y . . - - - j
« Automation Y Transaction Permissionless (if using public
* Real time history and blockchain) g
settiement and : e immutability
reconciliation j — L » Proof of origin
\_ J
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Cryptographic

Consensus

Merkle Tree

By B2 Bz Bn
hash(B4) hash(B:) hash(Bn-1)
LB |

hash(Bx) = hash(Transaction 1,
Transaction 2, Transaction 3,

..., Transaction N)

|
L

hash(Bx-1)

Transaction 1
Transaction 2

Transaction 3

Transaction N
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GENERALIZED CONSENSUS PROCESS

FLOW STANDARD

client CONSENSUS SMART CONTRACT

CONSENSUS
(on other peers)

Transactions are delivered into the pendinqpool)

Transactions are selected from the pending pool Z

Transactions sent for application )
Speculatively apply the transactions Z
< Retum a proof of correctness and/or change set

m [If transactions have been successfully applied]

Order transactions :

Broadcast ordered list of transactions, the proof of correctness, and the change SGtS)

Send requests )

Verify transactions (policy, conflict resolution) deterministically Z

< returmn cormrected block of transactions
commit block of transactions Z
( Notify clients of events (if any)
client CONSENSUS SMART CONTRACT CONSENSUS

(on other peers)
www.websequencediagrams.com



Byzantine Fault Tolerance

COMMANDER

General 1 General 2 /

and Army and Army
Not sure if msg received

]
'y

Not sure if ACK received

2\

MANDE

W%
2 2
Not sure if ACK received %—_)

3
ACK3 Not sure f ACK recetved
L J
: Never Reach Agreement
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COMPARISON OF CONSENSUS ALGORITHM

Kafka/C(crash)BFT in
Hyperledger Fabric
Ordering Service

R(Redundant)BFT in
Hyperledger Indy

Sumeragiin
Hyperledger Iroha

PoET(for instance,
Hyperledger
Sawtooth)

PoW (Proof of Work)

PoS/DPoS (Proof of
Stake)

Permissioned voting based. Leader does ordering. Only
in-sync replicas can be voted as leader. (“Kafka,” 2017).

Pluggable election strategy set to a

permissioned, voting based strategy by default (“Plenum,”
2016). All instances do ordering, but only the requests
ordered by the master instance are actually executed.
(Aublin, Mokhtar & Quéma, 2013)

Permissioned server reputation system.

Pluggable election strategy set to a
permissioned, lottery based strategy by default, in Trusted
Excution Environment (TEE) environment

Public, mining and 51% (majority)

Public, no mining needed based on Stake

Provides crash fault tolerance. Finality
happens in a matter of seconds.

Provides Byzantine fault tolerance.
Finality happens in a matter of
seconds.

Provides Byzantine fault tolerance.
Finality happens in a matter of
seconds. Scale to petabytes of data,
distributed across many clusters
(Struckhoff, 2016).

Provides scalability and Byzantine fault
tolerance.

Provides scalability and Byzantine fault
tolerance.

Provides limited scalability and
Byzantine fault tolerance.

While Kafka is crash fault tolerant, it is not Byzantine
fault tolerant, which prevents the system from reaching
agreementin the case of malicious or faulty nodes.

The more nodes that exist on the network,

the more time it takes to reach consensus.

The nodes in the network are known and must be
totally connected.

The more nodes that exist on the network,

the more time it takes to reach consensus. The nodes
in the network are known and must be totally
connected.

Finality can be delayed due to forks that must be
resolved.

Finality happens in a longer time and based on
computing power. Requires energy and storage.

Finality happens in a shorter time. Requires
stakes/different types of power.



BFT and
variants

Federated BFT

Blockchain

type

Transaction
finality

Transaction
rate

Token
needed?

Cost of
participation

Scalability of
peer network

Trust model

Adversary
Tolerance

Permissionless

Probabilistic

Low

Yes

Yes

High

Untrusted

<=25%

Both

Probabilistic

High

Yes

Yes

High

Untrusted

Depends

on specific
algorithm used

Both

Probabilistic

Medium

No

High

Untrusted

Unknown

Permissioned

Immediate

High

No

Low

Semi-trusted

<=33%

Permissionless

Immediate

High

No

High

Semi-trusted

<=33%
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Consensus - POW

> New block
?
Yes
Compute block
and nounce hash
Yos
PoW done e

No

Initialize
nounce

Yes
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Incromeoent
nounce

LINKGEAR FOUNDATION LLC



replica 3 does Mot IFSneSmm il mes SS ges
prirmary mnvode amnd 3F replicas — =1 nodes
maxirmurm f nodes are faulty only 2f replicas will oroansmit meessagoes to all the othars 3f nodes

RECHIEST =" replica 3 - faulty node

— = lica 1 .
replica 1 . ", replica J r
-'n. ""'\-\..
e 5""\-..
-:.. I_ 2 e J.-\I
replica 2 ' replica ~
. 1\.-
gy - S
ra=pol e a replica
Pre-prepare: 1 message [(multicasr) Prepars: M messages (multicast)
replica 3 does mot ransmil messagQges
the primary and only Z2f replicas will transmit messages 1o all the others 3f nodes = REPLAY
" 0 b ]
primary 1™
/ " i - REFPLAY
*
replica 1 \ _i
- REPLAY
o C 1 i
replica 2
TOTAL = &6F = 1
massagqaes
- - e
regplicea
_— s The primmary and the 2 non fawlty replicas
Commit: (2f=1) messages (multicast) = cllont { 2¥+1 me ane )
12 LINKGEAR FOUNDATION LLC



LINKGEAR:

CHAINGE

Jan 14-15

Warren Davidson Jim Cunha, SVP Andrew Busch
Congressman Federal Reserve CFTC
Bank of Boston
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GET IN TOUCH

http://linkgear.org

rens@linkgear.io

https://qithub.com/linkcryptocoin

https://www.facebook.com/linkgear.foundation/

https://www.linkedin.com/company/linkgear

https://t.me/LinkGear

https://www.crunchbase.com/organization/linkgear-foundation

https://gust.com/companies/linkgear-foundation-lic/dashboard

https://angel.co/linkgear-foundation

Class Offering

Python (10 weeks)

Starting in Dec 15 2019

LINKGEAR FOUNDATION LLC


http://linkgear.org/
mailto:marketing@linkgear.io
https://github.com/linkcryptocoin
https://www.facebook.com/linkgear.foundation/
https://www.linkedin.com/company/linkgear
https://t.me/LinkGear
https://www.crunchbase.com/organization/linkgear-foundation
https://www.crunchbase.com/organization/linkgear-foundation
https://www.crunchbase.com/organization/linkgear-foundation
https://gust.com/companies/linkgear-foundation-llc/dashboard
https://gust.com/companies/linkgear-foundation-llc/dashboard
https://gust.com/companies/linkgear-foundation-llc/dashboard
https://gust.com/companies/linkgear-foundation-llc/dashboard
https://gust.com/companies/linkgear-foundation-llc/dashboard
https://angel.co/linkgear-foundation
https://angel.co/linkgear-foundation
https://angel.co/linkgear-foundation

