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Presenter Notes
Presentation Notes
Welcome, as people are gathering.
Why is an IPv4 guy talking about IPv6? The real question is why is an IPv6 guy talking about IPv4.
I was on ARIN Board, led IPv6 at TWC, co-chaired 6renum and v6ops, wrote several RFCs, 


Internet Protocol version 6

Goal: In two hours you will be able to read device
configuration guides on IPv6 and apply them.

:00 Welcome!

:05 IPv6 addressing, and how subnetting in IPv6 is so much easier than IPv4

:15 Getting an address: ND (NS, NA, DAD), SLAAC, DHCPv6 (IA, PD)

:35 Security: nope (IPSec, NAT, VPNs, LLAs), NDT caching, RA-Guard, SAVI, firewall
BCPs

:50 SIIT-DC

:65 Recommended reading for next steps


Presenter Notes
Presentation Notes
NOT domain names
Early allocations were inefficient


IPv6 Fundamentals




IPvb Measurements

IPvé Adoption
We are continuously measuring the availability of IPv6 connectivity among Google users. The graph shows the percentage of users that access Google over IPvG.
Mative: 45.87% 6todiTeredo: 0.00% | Feb 9, 2025
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IPvb Measurements
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IPvb Measurements

USG IPv6 Operational Service Domains Over Time (Percentage)
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U.S. Government Policy

OMB M-21-07 and DoD DTM 21-004
* At least 20% operating in IPv6-only environments by the end of FY 2023;

e At least 50% operating in IPv6-only environments by the end of FY 2024;
* At least 80% operating in IPv6-only environments by the end of FY 2025;

* A schedule for replacing or retiring Federal information systems that cannot
be converted to use IPv6.

Army CIO 31 May 2024

* Beginning Fiscal Year (FY) 2025 all new Army information systems that use
IP technologies must be IPv6-enabled before implementation and
operational use.

* By the end of FY 2025, networks and systems that cannot be transitioned
to IPv6-only; must be running in a dual stack (IPv4 and IPv6) environment.



https://www.whitehouse.gov/wp-content/uploads/2020/11/M-21-07.pdf
https://www.esd.whs.mil/Portals/54/Documents/DD/issuances/dtm/DTM%2021-004.PDF?ver=g7MlmRNBxKsEXMsMcM2i8w%3D%3D
https://armypubs.army.mil/epubs/DR_pubs/DR_a/ARN41086-PPM_CIO-030-000-WEB-1.pdf

ARIN Blog Series: The Business
Case for IPv6

Time is Money in E-Commerce

Recovering and Monetizing IPv4 Addresses
The Business Case for IPv6-Only Enterprise
Internet vs. Intranets



https://www.arin.net/blog/2024/11/14/ipv6-lets-grow-business-case-pt6/
https://www.arin.net/blog/2024/09/17/ipv6-lets-grow-business-case-pt5/
https://www.arin.net/blog/2024/01/23/ipv6-lets-grow-business-case-pt4/
https://www.arin.net/blog/2023/02/06/ipv6-lets-grow-business-case-pt1/
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|IPv6 Addressing

Make it 128 bits, 340 trillion trillion trillion!

...but 32.1.13.184.18.52.86.120.144.171.205.255.0.0.0.1 dotted-
guad notation is too hard to write.

...and we may want to embed an IPv4 address later, so don’t use
dots

2001:0db8:1234:5678:90ab:cdff:0000:0001/64

2001 :db8:1234:5678:90ab:cdff::1/64
2001 :db8:1234:5678:90ab:cdff::1/64
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Presenter Notes
Presentation Notes
2001:db8 is the official prefix reserved for documentation
Shorten addresses by dropping leading zeroes in a “chomp”
Shorten addresses by dropping all zeroes between colons (but only once per address). 2001:db8::/32 is common
/64 is how many bits refer to the network portion of the address.
�


IPv6 Subnetting

2001:dbs:1234

2001::/16

2001:db8::/32
2001 :db8:1234
2001 :db8:1234
2001 :db8:1234

:5078

-:/48
:50678
:50678

:90ab:cdff::1/64

- /64
:90ab:cdff::1/128

11


Presenter Notes
Presentation Notes
/64 is the number of bits in the network. So routers (incl. firewalls) only have to inspect that many digits in order to figure out the next hop.
But you don’t have to convert to binary to figure out how many digits that is.   
Each hex digit is 4 bits.  4 digits of 4 bits is 16.
�


IPv6 Subnetting

:fedc:0a98:7654:3210/64
:90ab:cdff::1/64
:90ab:cdff::1/64

Compare to:
s192.168.214.179inthe same /27 as
192.168.214.20097


Presenter Notes
Presentation Notes
Maybe that doesn’t seem like such a big deal, but look at how easy this is.
Are the top two in the same subnet? No, because the next /64 is one digit higher.
The third one in another subnet higher. It just scrolls like an odometer.
The fourth one is in the next /48 higher.   16, 32, 48, 64. 
Compare to IPv4. /27 is 32 addresses, the nearest number below 179 that’s divisible by 32 is 160. 160 plus 32 is 192, so .179 and .209 are NOT in the same subnet.
�


Multiple Addresses on a Host

$ ifconfig

en3: flags=8863 mtu 1500
ether 6a:5b:35:7d:3b:bd
inet6 fe80::6abb:35ff:fe7d:3bbd%en3 prefixlen 64 scopeid 0x8
inet6 2001:db8:100::6abb:35ff:fe7d:3bbd prefixlen 64
autoconft
inet6 2001:db8:100::18eb:2861:458e:862b prefixlen 64 autoconf
temporary nd6 options=1<PERFORMNUD>



Presenter Notes
Presentation Notes
Exercise: Go to a local terminal or command prompt and type “ifconfig” or “ipconfig”. Or go to network adapter settings to view IP address information.
LLA
GUA (EUI-64) (temporary, privacy)
ULA?
Various multicast

GUA: Globally-unique addresses. Comes from an RIR. IPv6 address, notice the “ff:fe” in the middle of the host address. The rest is the MAC address (EUI-64).
Temporary/privacy extensions: being able to track a user across the web is a privacy concern, so generate a temporary address from the local /64. We’ll get back to how to learn an address.
LLA: Link-local addresses. No exact equivalence in IPv4, but maybe 169.154.0.0/16. Can be used to reach anything on the local subnet.



Assignment Sizes

Delegate/aggregate on nibble boundary if there’s any
chance rDNS will ever be delegated

2001:db8:1234:5678::/64
2001:db8:1234:5680::/60
2001:db8:1234:5600::/56
2001:db8:1234:5000::/52
2001:db8:1234::/48


Presenter Notes
Presentation Notes
Aggregate!
Do not conserve!
Sparse allocation – room to grow



Good address planning

 Using digits as significators in design
* Security policy considerations
 Address planning exercise



Acquiring an Address




Neighbor Discovery Protocol

N
Hello, ff02::1! ! g Hello, fe80::fedc:baff:fe54:3210! A
I’m fe80::fedc:baff:fe54:3210. ! I'm
What is the MAC address of | | 2001:db8:1234::1234:56ff:fe78:9abc
2001:db8:1234::1234:56ff.fe78:9abc? ) ' | at MAC 12:34:56:78:9a:bc
................. e
\ o 4 \ o) v



Presenter Notes
Presentation Notes
ff02::1 is the “all nodes” multicast address.
fe80:: is the link-local address of the router. 
�Neighbor Solicitation using randomly generated address
    If no response, Neighbor Advertisement of address.
�


Router Advertisement for SLAAC

Stateless Address Auto Configuration

Hello, ff02::1! )
I’'m fe80::abcd: 1ff:fe67:89ab.

| am a router for
2001:db8:1234:::/64. )

Hello, ff02::1!
I’'m now :
2001:db8:1234::1234:56ff-fe78:9abc |
_________________ e
. | . |
\ \



Presenter Notes
Presentation Notes
ff02::1 is the “all nodes” multicast address.
fe80:: is the link-local address of the router. 

Router Advertisement (RA) may also include DHCPv6 server address, DNS servers, �Left host does a Neighbor Advertisement (NA) for Duplicate Address Detection (DAD)


DHCPV6 IA NA and IA PD

/Hello ff02::1:2! | would like to A
renew prefix
2001:db8:1234:ab00::/56,

please.
~ ﬁ
|

_________________ d e e e e e e e e e e - -

|

: .
( 1 4 3\
\, o Y \ o 4



Presenter Notes
Presentation Notes
Ff02::1:2 is the DHCPv6_All_Relay_Agents_and_Servers multicast address
It’s requesting a specific prefix, as in a renewal. 
If it doesn’t have a prefix, but knows what size it wants, it can use just the /56 to say, “This is the size I would like.”
IA_NA is Identity Association_Network Address  (rfc3315)
IA_PD is Identity Association_Prefix Delegation  (https://tools.ietf.org/html/rfc3633) 
�


Security




NAT is not a Firewall

21



Basic NAPT Translation

192.0.2.133

DST | 192.0.2.80 443
)
SRC | 192.168.1.4 | 2385
TCP
DST  192.0.2.80 443

22



What about p2p or gaming?

B, go talk to A on
192.0.2.133:4765

192.0.2.133

@ST 192.0.2.80
N

NN



Presenter Notes
Presentation Notes
E.g., p2p or gaming


It NAT was firewall, packet would drop

SRC

192.0.2.133

4765

DST

192.0.2.80

443

TCP

SRC

192.0.2.229

2781

DST

192.0.2.133

4765

TCP

Y

—
G

24



Presenter Notes
Presentation Notes
E.g., p2p or gaming


Full cone NAT forwards *

SRC * *
- | DST  192.0.2.133 4765
A
/% Fwd  192.168.1.4 2385

TCP

25


Presenter Notes
Presentation Notes
You NEED a stateful firewall!


Host Scanning

2604 =18,446,744,073,709,551,616 addresses

But within 2001 :db8:£f001:1::/64 likely host
addresses include

e ::1

°* ::2

e ::80

e ::1:1
* ::beef

* ::<192.0.2.x>
: :<OUI>ff:feXX: XXXX

26


Presenter Notes
Presentation Notes
Rfc5157 IPv6 Implications for Network Scanning
Rfc7707 Network Reconnaissance in IPv6 Networks


Host Scanning Mitigations

FW/IPS blocking ICMPv6 that looks like scanning

FW or host configured to drop ICMPv6 Echo Request
* But not ICMPv6 PTB!

o Policing is possible to prevent DoS of large packet floods,

o But too-big packets can only arrive on routers with links of
different MTUs

lgnore what | said earlier about mnemonic addresses
Privacy extensions: randomly change address

27



|PSec will save us!

RFC2401 “Security Architecture for the Internet
Protocol”

This section defines Security Association management
requirements for all IPv6 implementations and for those
IPv4 implementations that implement AH, ESP, or both.

So it’s mandatory!

28



NDP

Vulnerability

e Unauthenticated ND, RA, etc. (same as ARP)
o Hello,'m2001:db8::1
m No, I'm2001:db8::1
o Hello, I'm arouter for 2001 :db8::/32

e Cache table exhaustion



SLAAC vs DHCPV6

e Some admins like DHCP because it logs who has what
address
o Except it doesn’t prevent manual configuration

e RFC9663 Using DHCPv6 Prefix Delegation (DHCPv6-
PD) to Allocate Unique IPv6 Prefixes per Client in
Large Broadcast Networks

e Mitigations for rogue attachments
o Log Neighbor Discovery tables

m Syslog, SNMP, Netconf
o 802.1x


Presenter Notes
Presentation Notes
RFC9663 Using DHCPv6 Prefix Delegation (DHCPv6-PD) to Allocate Unique IPv6 Prefixes per Client in Large Broadcast Networks


Neighbor Table Exhaustion

I I Who is 2001:db8::1?

31


Presenter Notes
Presentation Notes
Neighbor Solicitation, sent to All_Nodes multicast address ff02::1


Neighbor Table Exhaustion

Address

MAC

State

@ 2001:db8::1

unknown

Open

DR

-~ s s o

Who is 2001:db8::2?

32



Neighbor Table Exhaustion

Address MAC State
2001:db8::1 unknown | Open

I 2001:db8::2 unknown | Open

: |-

Who is
2001 :db&:ffff:ffff.ffff.ffff. ffff . ffff?

S .


Presenter Notes
Presentation Notes
ND Table is in control plane, so it’s in software and can crash the control plane.


Neighbor Table Exhaustion

{ Who'is
2001:db8:FFFf:FFff: FFF-FAFF-FFF:ff || Aadress MAC Sl
f? &Y 01:db8::1  unknown ' Open

<

’ I 2001:db8::2  unknown | Open
S |
I

34



Ping Pong Attack

| AW Wi S ANNA1 1. o AN L

2001:db8:0:f001::2/64

| Who'is
2001 :db&:ffff:ffff.ffff.ffff.ffff . ffff?

2001:db8:0:f001::

Address MAC State Address MAC State
2001:db8:0:f002::1 unknown ' Open 2001:db8:0:f002::1  unknown | Open

2001:db8:0:f002::4 unknown ' Open 2001:db8:0:f002::4 ' unknown | Open



NDT Mitigations

/127 netmask

ACL on unused space

NDP Queue rate limit

o If device has different queues for confirming existing entries and
resolving new queries, tighten new query queue

Rate limit ICMPv6
and several mechanisms to log bad NDP. ..

https://tools.ietf.org/html/rfc6583 “Operational Neighbor
Discovery Problems”



Presenter Notes
Presentation Notes
https://tools.ietf.org/html/rfc6583 “Operational Neighbor Discovery Problems”
Note that overtuning can mean dropping legit traffic, still resulting in a DoS

https://tools.ietf.org/html/rfc6583

SeND

Secure path to CA
o Send request for CA
o Each node on the path sends its cert
o CA confirms each cert
Use key pair to generate CGA
o CryptoGraphically Assigned host bits

Send RS; Router replies with signed RA
Uses SHA-1 and PKIX; not highly secure

o Because longer keys would exceed MTU, requiring frag


Presenter Notes
Presentation Notes
https://tools.ietf.org/html/rfc3971  SEcure Neighbor Discovery
Several updates (link from RFC header boilerplate)



RA-Guard

e L2 switch can prevent malicious/spurious RAs
e Multiple possible policies

o Block RAs from specific MAC or port

o Allow RAs only from specific MAC or port

o Allow RAs that comply with (e.g., SeND) policy

o Or use prefix list, prefix range, router priority

e Switch can become RA proxy
e Off -> Learning -> Blocking -> Forwarding


Presenter Notes
Presentation Notes
Rfc6105 


SAVI

Source Address Verification Improvements against
spoofing

FCFS SAVI: first user of address (within prefix list or RA) is
authorized user

SeND SAVI: drop packets where SRC not certified

SAVI with DHCP: snoop DHCP, drop packets from IP
addresses not assighed by DHCP

SAVI-MIX: if two SAVIs conflict, resolve in order


Presenter Notes
Presentation Notes
FCFS = First Come, First Served


VPN

Intended policy: traffic gets

filtered through VPN [;]

40


Presenter Notes
Presentation Notes
Server could be inside your data center or out on the Internet. Policy may vary.


VPN

Intended policy: traffic gets
filtered through VPN

Effective policy: traffic takes
shortest or happiest path

Or traffic fails to DS server, or if
DNS64 is in use

41


Presenter Notes
Presentation Notes
https://www.scmagazineuk.com/vpn-services-risk-ipv6-vulnerability/article/1479111
Mitigation: Make sure your VPN supports IPv6 and configure a policy for it.
Btw, if the user is using their ISP’s DNS, and the ISP deploys NAT64 (e.g., if user is tethering). . .



Fragmentation

Remember that only sender can fragment
SeND RA might be too big and require frag

Local sender could send fragments that collide with SeND
RA with many PIOs might require frag

Send multiple RAs instead
Good place to troubleshoot if RAs are failing silently


Presenter Notes
Presentation Notes
Rfc6980 Security Implications of IPv6 Fragmentation with IPv6 Neighbor Discovery
 


ICMPV6

e Link local multicast and address discovery

e ICMPV6 message types
o Destination Unreachable

Packet Too Big

Time Exceeded

Parameter Problem

Echo Request

Echo Reply

O O O O O


Presenter Notes
Presentation Notes
https://tools.ietf.org/html/rfc4890 “Recommendations for Filtering ICMPv6 Messages in Firewalls”
For me, I’d allow INBOUND DestUnreach, PTBc, TimeExceed, ParmProb, EchoReply
		OUTBOUND PTB, ParmProb, Echo Request



Spam

e 22/50 top sites have IPv6 MX records
o 20 of them use Google for mail.
o Linkedln, WikiMedia.

e BCOP in development

e |P reputation tools are terrible at IPv6
o Block /64? /607 /567 /48?


Presenter Notes
Presentation Notes
https://ripe76.ripe.net/presentations/42-RIPE-BCOP-IPv6-email-server-v3.pdf 


IPv6-Specific Security Tools

THC

IPv6-Toolkit

FT6 Firewall Tester
Many existing tools



Running a dual-stack network doubles the attack exposure as
a malevolent person has now two attack vectors: IPv4 and

IPv6.
--RFC7381 “Enterprise IPv6 Deployment Guidelines”


Presenter Notes
Presentation Notes
Double?
Ehhh. . . there’s some new LAN stuff, and EH and ICMPv6 require attention, but it’s not that much
Especially if you use identities in security that allow one Host (etc.) to have multiple addresses or prefixes


Summary

IPv6 is no more or less secure than IPv4, just different
Use a firewall if you need a firewall (NAT is not it!)
Rate limit ICMPv6, allow specific message types
Allow selected Extension Headers

Use RA-Guard, SAVI



Transition
Mechanisms




Stateless IP/ICMP Translation for Data

Centers (SIIT-DC)
Eh

2001:db8:f002:1::80

~203.0.113.1/24  2001:db8:f002:1::/96

2001:db8:f002:1::43

49


Presenter Notes
Presentation Notes
Defined in RFC7755 “SIIT-DC: Stateless IP/ICMP Translation for IPv6 Data Center Environments” 
And based on SIIT, from RFC6052
Complemented by RF7756 “Stateless IP/ICMP Translation for IPv6 Internet Data Center Environments (SIIT-DC): Dual Translation Mode” (SJM co-author)  and 
RFC7757 “Explicit Address Mappings for Stateless IP/ICMP Translation”
So the server’s IPv6 address can be an IPv4-embedded IPv6 address, or you can build a table of Explicit Address Mappings (/32 ⇔ /128, or other prefixes with same number of host bits, e.g., /30 ⇔ /126)




SIT-DC

'2¢ ) 2001:db8002:1::30

203.0.113.1/24  2001:db8:f002:1::/96

2001:db8:f002:1::43

192.0.2.50

1. Send packet 50
SRC 192.0.2.50
DST 203.0.113.17



Presenter Notes
Presentation Notes
Defined in RFC7755 “SIIT-DC: Stateless IP/ICMP Translation for IPv6 Data Center Environments” 
And based on SIIT, from RFC6052
Complemented by RF7756 “Stateless IP/ICMP Translation for IPv6 Internet Data Center Environments (SIIT-DC): Dual Translation Mode” (SJM co-author)  and 
RFC7757 “Explicit Address Mappings for Stateless IP/ICMP Translation”
So the server’s IPv6 address can be an IPv4-embedded IPv6 address, or you can build a table of Explicit Address Mappings (/32 ⇔ /128, or other prefixes with same number of host bits, e.g., /30 ⇔ /126)




SIT-DC

2. Receive packet
SRC 192.0.2.50
DST 203.0.113.17

'2¢ ) 2001:db8002:1::30

203.0.113.1/24

192.0.2.50

 2001:db8:f002:1::/96

2001:db8:f002:1::43

1. Send packet
SRC 192.0.2.50

DST 203.0.113.17

51



Presenter Notes
Presentation Notes
Defined in RFC7755 “SIIT-DC: Stateless IP/ICMP Translation for IPv6 Data Center Environments” 
And based on SIIT, from RFC6052
Complemented by RF7756 “Stateless IP/ICMP Translation for IPv6 Internet Data Center Environments (SIIT-DC): Dual Translation Mode” (SJM co-author)  and 
RFC7757 “Explicit Address Mappings for Stateless IP/ICMP Translation”
So the server’s IPv6 address can be an IPv4-embedded IPv6 address, or you can build a table of Explicit Address Mappings (/32 ⇔ /128, or other prefixes with same number of host bits, e.g., /30 ⇔ /126)




SIT-DC

2. Receive packet
SRC 192.0.2.50
DST 203.0.113.17

&

203.0.113.1/24

3. Translate and forward

- 2001:db8:f002:1::/96

2001:db8:f002:1::80

SRC 2001:db8:f002:1::192.0.2.50
DST 2001:db8:f002:1::80

2001:db8:f002:1::43

52


Presenter Notes
Presentation Notes
Defined in RFC7755 “SIIT-DC: Stateless IP/ICMP Translation for IPv6 Data Center Environments” 
And based on SIIT, from RFC6052
Complemented by RF7756 “Stateless IP/ICMP Translation for IPv6 Internet Data Center Environments (SIIT-DC): Dual Translation Mode” (SJM co-author)  and 
RFC7757 “Explicit Address Mappings for Stateless IP/ICMP Translation”
So the server’s IPv6 address can be an IPv4-embedded IPv6 address, or you can build a table of Explicit Address Mappings (/32 ⇔ /128, or other prefixes with same number of host bits, e.g., /30 ⇔ /126)




SIT-DC

PRO CON
e Stateless: scales well, supports e Transition to IPv6. Is that a con?
redundancy e Address parsing systems (e.g.,
e Enables single-stack within DC geo-location) must be updated
e Incremental deployment: as to recognize IPv4-embedded
servers go IPv6-only, translator address.

is used; support IPv4 for others.
e Supports load balancing
e Client IPv4 address preserved,
can be used for logging, geo-
location, abuse control, etc.

53



IPv6 Fundamentals




Recommended Reading

RFC4291 IPv6 Address Architecture
RFC4861 Neighbor Discovery for IP version 6 (IPv6)

e Skip the packet formatting unless you need it

RFC4862 “IPv6 Stateless Address Autoconfiguration”
e “SLAAC”

RFC8106 “The RDNSS Option in RA”

RFC3315 “DHCPv6”
* |[A_NA & IA_PD. Learn as much DHCPv6 as you know DHCP.

RFC8201 “Path MTU Discovery for IPv6”

e Common troubleshooting problem



Extra Credit Reading

Security

e RFC5157 IPv6 Implications for Network Scanning

 RFC7707 Network Reconnaissance in IPv6 Networks

 RFC6980 Security Implications of IPv6 Fragmentation
with IPv6 Neighbor Discovery

Transition Technologies
e RFC6877 “464XLAT: Combination of Stateful and

Stateless Translation”
e RFC7755 “SIIT-DC: Stateless IP/ICMP Translation for
|IPv6 Data Center Environments”



Summary

e SLAAC vs DHCPv6
® Security is no harder in IPv6 than IPv4, but slightly

different
e Transition mechanisms exist to maintain connectivity with

the old Internet.



IPv4a.GLOBAL
By 7/’ Hilco.

Streambank..

LeeHoward@HilcoStreambank.com

https://www.linkedin.com/in/lee-howard-ipv6/

https://calendly.com/leehoward-ipv4



Presenter Notes
Presentation Notes
Remember these handouts,
We will send a link to the recording to attendees. 

mailto:LeeHoward@HilcoStreambank.com
https://www.linkedin.com/in/lee-howard-ipv6/
https://calendly.com/leehoward-ipv4
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